











3. Consistency:

It means that the behaviour of a generator
must be consistent across starting values
(seeds).

The NIST Statistical Test Suite is one of the
statistical packages which were applied to
develop testing on the randomness of binary
sequences. These binary sequences were
produced using hardware or software based
on cryptographic random or pseudorandom
number generators. This statistical test
includes 16 tests where all the tests focus
on a variety of different types of non -
randomness that could existin a sequence. All
these tests also use the standard normal and
the chi — square as reference distributions, to

determine whether the binary sequence is
random or non — random.

The tests on this statistical package can
be divided into two categories which are
the Parameterized Test Selection and the
Non - Parameterized Test Selection. The
Parameterized Test requires
users to define parameter value(s) such
as block length, template length and
number of blocks. Meanwhile, for the Non
— Parameterized Test Selection, it does not
require users to define parameter value(s).
Table 1 and Table 2 describe both categories
respectively including the focus and the
purpose for each test.

Selection

Parameterized Focus

Test Selection

Block Frequency The ratio number of ones within M —| To determine whether the number of
Test bit blocks where M is the length of | onesinan M - bit block is approximately
each block. M/2 where M is the length of each block.

The number of occurrences of pre-|To reject sequences that shows
specified target strings. deviations from the expected number of
runs of ones of a given length.

Non - Overlapping [ The number of occurrences of pre-|[To reject sequences that exhibit too
Templates Test specified target strings. many occurrences of a given non -
periodic pattern.

Serial Test The frequency of all possible|To determine whether the number
overlapping m-bit patterns cross the |of occurrences of m-bit overlapping
whole sequence (m-bit is referred to | patterns is approximately the same
the length in bits of each block). as would be expected for a random
sequence (m-bit is referred to the length
in bits of each block).

frequency of all possible|To compare the frequency of
overlapping m-bit patterns cross the | overlapping blocks of two consecutive/
whole sequence (m-bit is referred to | adjacent lengths (m and m+1) against
the length of each block). the expected result for a normally
distributed sequence (m-bit is referred
to the length of each block).

Linear Complexity [The length of a Linear Feedback Shift [ To determine whether the sequence is
Test Register (LFSR). enough to be random.

Universal Test The number of bits between matching | To detect whether the sequence can be
patterns which is a measurement that | significantly compressed without loss of
is related to the length of a compressed | information.

sequence.

Purpose

Overlapping
Templates Test

Approximate The
Entropy Test

Table 1: Parameterized Test Selection
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Non - Focus
Parameterized
Test Selection

Purpose

digits in the sequence.

Cumulative Sums | The maximal excursion (from zero)|To determine whether the sum of the
Test of the random walk defined by the | partial sequences occurring in the tested
cumulative sum of adjusted (-1, +1) [ sequence is too large or too small.

in the|To determine whether the number of
is an|runsofonesand zeros of various lengths
uninterrupted sequence of identical |is as expected for a random sequence.

Runs Test The total number of runs
sequence, where a run

bits.
Longest Runs of The longest run of ones within M — bit | To determine whether the longest run
Ones Test blocks where M is the length of each | of ones is consistent with the longest
block. run of ones that would be expected in a

random sequence.

the whole sequence.

Rank Test The rank of disjoint sub — matrices of | To check for linear dependence among
the whole sequence. fixed length substrings of the original
sequence.
Spectral DFT Test | The peak heights in the Discrete | To detect periodic features in the tested
Fourier Transform of the sequence. sequence that would indicate a deviation
from the assumption of randomness.
Random The number of cycles having exactly [ To determine if the number of visits to
Excursions Test K visits in a cumulative sum random | a particular state within a cycle deviates
walk. from what one would expect for a
random sequence.
Random The total number of times which|To detect deviations from the
Excursions Variant |a particular state is visited in a|distributions of the number of visits of a
Test cumulative sum random walk. random walk to a certain state.
Lempel Ziv The number of cumulatively distinct [ To determine how far the tested
Complexity Test patterns (words) in the sequence. sequence can be compressed.
Frequency Test The proportion of zeros and ones for [ To determine whether the number

of zeros and ones in a sequence are
approximately the same as would be
expected for a truly random sequence.

Table 2: Non - Parameterized Test Selection

Conclusion

In conclusion, the use of random number
generators is important since it is one of the
main criteria to determine the strength of
computer security applications. The random
number generators are very useful in order
to construct the encryption keys and also the
other cryptographic algorithm parameters.
Therefore, by using the statistical tests suite,
one can ensure that the sequence produced
from hardware or software is random. =
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Mathematics Operations in Binary

Numeral System

BY | Abdul Alif Bin Zakaria

Introduction

Cryptography is one of the most important
aspects in the Information Security arena.
It is the practice and study of techniques
for secure communications in the presence
of third parties. Communications over
untrusted networks can be carried out with
encryption which is the conversation from
a readable state to an unreadable state. The
opposite of encryption is decryption which
is converting an apparent nonsense state to
a readable state.

Designing a strong cryptographic algorithm
has never been easy these days because
people are getting smarter and technology
is progressing rapidly. One of the most
important tools in designing cryptographic
algorithms such as DES and AES is the
application of binary number system. This
number system would complicate any
efforts to break the algorithm. Although it
is still possible to break the algorithm, at
least it will delay the efforts to do so.

There are many types of number systems
which are decimal (base-10), hexadecimal
(base-8), and binary. Not many of us are
familiar and understand the foundation of
binary number systems. Therefore, a binary
number system is the main topic that will
be discussed in this article because of its
importance in many applications compared
to other number systems. Binary numeral
systems are also well known as base-2
number systems. Unlike decimal numbers
which include every single number from
0, 1, 2... to infinite, this system is only
represented by the numbers “0” and “17.
Number “1” represents yes, agree or positive.
Number “0”, on the other hand, represents
no, disagree or negative, depending on

how we define it. Binary numeral systems
are used in most modern computers it is
popularly known as “bit”. Besides using
binary in computing, it also has been widely
used in the science and mathematics fields.
Due to its flexibleness, further explanation
on how to utilise binary numeral systems
in mathematical operations will be discuss
later.

Differences Between Decimal
and Binary

Decimal and binary number systems are two
different types of number systems but can
operate in similar mathematical operation
techniques. The difference between these
two number systems is the digits that
they use. Decimal number uses digits “0”
to “9” while binary number uses digits “0”
and “1”. These two number systems apply
the same method to determine the largest
and the smallest value by looking at the
position of columns of each digit. “Carry”
method is applied in both number systems
if each digit value increases when it reaches
the maximum value in each column.

Decimal Number System

Decimal numbers known as integers can
use the numbers 0, 1, 2, 3, 4, 5, 6, 7, 8,
or 9 in each digit. For numbers containing
more than one digit (e.g. 47 and 13), digit
sequence is actually separated by column
depending on the total of digits of the said
number. Smallest-value column is located at
the end of the column to the right while the
largest value is located at the far left. The
values of the sequence are 100, 101, 102,
103, 10n where it reads from right to left.
Table 1 shows values of each column and
its decimal form.
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Power Decimal
10° 1

10! 10

102 100

103 1000

10" | U 0

Table 1: Power and Decimal Form

Refer to Table 2, there are four columns of
decimal number digits which are separated
according to the number of digits in each
decimal number. The column on the far left
is the largest value, while the column on the
far right is the smallest value. If the decimal
number is larger than 9, it should be carried a
column to the left. Column next to the carried
column (on the right) will start with value “0”.

Decimal | Column 4 | Column 3 | Column 2 | Column 1
9 9
10 1 0
99 9 9
100 1 0 0
999 9 9 9
1000 1 0 0 0

Table 2: Decimal Number in Columns

Binary Number System

As described earlier, binary number is a
representation of numbers which are “0” and
“1”. Similar to decimal numbers, the actual
sequence of binary numbers separated by
columns depends on the total of digits in
the binary number. The smallest value is
located at the end of the column to the right
while the largest value is located at the far
left. The only difference between these two

binary form.

number use 10 as the base numbers while
binary numbers use 2 as the base number.
The values of the sequence are 20, 21, 22,
23, 2n where it reads from right to the left.
Table 3 shows values of each column and its

Decimal Power Decimal Binary
20 1 1
2! 2 10
22 4 100
23 8 1000
2" 2X.....X2 T...... 0

Table 3: Power, Decimal and Binary Form

Refer to Table 4, there are four columns of
binary number digits which are separated
according to the number of digits in each
binary number. The column on the far left is
the largest value, while the column on the
far right is the smallest value. If the binary
digit is larger than 1, it should be carried
a column to the left. Column next to the
carried column (on the right) will start with

value “0".

Binary | Column 4 | Column 3 | Column 2 | Column 1

1 1

10 1 0

11 1 1

100 1 0 0

111 1 1 1

1000 1 0 0 0

Binary?

Table 4: Binary Digits in Columns

How to Convert Decimal into

Binary digits act almost the same as decimal

number systems is the base number. Decimal numbers in many situations. Now let’s
Decimal 0 1 2 3 4 5 6 7 8 9
Binary | 00000 | 00001 00010 | 00011 00100 | 00101 00110 | 00111 01000 | 01001
Decimal 0 1 2 3 4 5 6 7 8 9
Binary | 00000 | 00001 00010 | 00011 00100 | 00101 00110 | 00111 01000 | 01001

Table 5: Decimal Numbers in Binary Number System
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compare the difference between a binary
number and a decimal number. For instance,
look at number “9”. When number “9” is
added with “17, it will become “10” which
is a two digit number. The number of digits
increases each time a single digit number
is exhausted. Single digit numbers can be
rotated from “0” until “9”. When number “9”
is reached, it only can return to “0” by adding
one extra digit on its left.

In a decimal number system, single digit
numbers can be rotated from zero until
nine meanwhile for binary number systems,
single digit numbers can only rotate from
zero to one. If the number, x is larger than
“1”, find the highest degree n where x-2n
> 0. Repeat the above method until the
remainder is less than “2”. If the remainder
is less than “2”, the remainder represents
the value in the last column.

How To Convert Binary Into
Decimal?

Binary numbers are actually summation of
base two powers. Digit in the right most of
a binary number represents 20. Left most
digit of a binary number is the highest
value. The power increases by one for
each digit on the left. To convert a binary
number into a decimal number, each digit
need to be multiplied by base two power
number and the power is dependent on the
position of each digit in the binary number.
The power starts from the right which is 20
and increase by one power as it goes to the
left. If the binary number contains six digits,
the highest value would be 25. Refer to the
example below for a better understanding
on how to convert binary strings into
decimal numbers.

101011 =(1 x25)+ (0 x24)+ (1 x23)+(0x22)+
(1 x21)+ (1 x 20)
=(1x32)+0x16)+(1 x8+Ox4)+(1x2)+
(1Tx1)
=32+0+8+0+0+2+1
=43

Mathematics Operation

Binary Addition

The basic concept in binary number addition
operation is almost the same as decimal
numbers. The difference between these
number systems is that decimal numbers
use digits “0” to “9” while binary numbers
use digits “0” and “1”. If the value of two
additional numbers is larger than “17, it
should be carried a column to the left. Below
is an example on binary additional operation
for single-bit binary numbers.

0+0=0
0+1=1
1+0=1

1+1=0,carry 1

Let’s calculate “1+1” in decimal, “2” is the
answer. Since “2” is larger than “1” (where
“1” is the maximum digit in binary), “1” has
to be carried a column to the left and “0”
(In decimal, “2” minus “2” is equal to “0”)
is the remainder. So “1+1” is equal to “10”
in binary number. The process is the same
for multiple-bit binary numbers. Here is an
example on additional operation of multiple-
bit binary numbers.

111 (carried digit) 1 (carried digit)

|
|
10011 | 19
+ 1110 | + 14
= 100001 1 = 33
I
I
i) Binary : ii) Decimal

Binary Subtraction

Binary subtraction operates almost the same
as decimal numbers. Both number systems
use the same “borrow” method. If a column
value is smaller than the value that we want
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to subtract, it shall borrow from the column
on the left so that the subtraction operation
can be carried out.

Now calculate “0-1” in decimal, the answer
is “-1”. Since “-1” is not a binary value digit
(where “0” and “1” are the digits in binary),
“1” has to be borrowed from a column on
its left. The new binary digit value becomes
“10”. In binary, “10-1” (In decimal, “2” minus
“1” is equal to “1”) is equal to “1”. So “0-1"
is equal to “1” with borrow “1”. The same
process applies for multiple-bit binary
numbers. Here is an example of additional
operation for multiple-bit binary numbers.

*

(borrowed from)

|
11010110 : 214
+ 101001 | 41
= 10101101 1 = 173
I
I
i) Binary : ii) Decimal

Binary Multiplication

The multiplication operation concept uses
binary numbers almost the same as the
decimal number multiplication method.
Multiplying using decimal numbers is a
straight forward exercise. However, using
binary numbers is a bit more complicated.
Single bit binary multiplication operates the
same way as decimal number multiplication
because it is straight forward.

—— OO
X X X X
— O -0
LI |
— O OO

(borrowed from)

For multiple-bit binary numbers, it has
to go through repetition of multiplication
and additional processes which might take
some time depending on the number of
digits in the binary number to be multiplied.
Here is an example of multiple-bit binary
multiplication operation.

2 (carried digit)

I
1
11011 ; 27
X 1101 | X 13
1111 (carried digit) | 1 (carried digit)
11011 | 81
+ 00000 o+ 27
+ 11011 | 351
+ 11011 |
= 101011111 |
I
1
i) Binary : ii) Decimal

There are two steps in multiplying binary
number systems which are multiplication
and addition. First, we have to multiply the
first set of binary numbers (11011) with
a single bit of the second set of binary
numbers (1101). Since 1101 contains four
bits, four multiplication answers have to be
kept for further examination.

The second method requires us to add all of
the multiplication answers using multiple-
bit binary numbers addition method.
Remember to use carry method if the value
of two additional numbers is more than “1”.
After adding all four multiplication answers,
we get “101011111” as the final answer.

Binary Division

Division using binary number systems is the
same as decimal number systems because
it solves the problems in a similar method.
It divides the possible highest number
before proceeding with the smaller value
number. The Borrow method is required
when subtracting smaller binary values with
larger binary values. If the number cannot be
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divided, it will remain as remainder. Refer the
example below for a better understanding
on how division operation can be solved by
using a binary number system.

|
100101 1 37
101 [ 10111010 1 5 186
-101 S )
110 : 36
101 : 35
110 | 1 (remainder)
101 :
1 (remainder) |
I
|
i) Binary 1 ii) Decimal
|
Conclusion

There are many ways to utilize the use of
binary number systems as it can operate
similar to decimal numbers. Not only in
mathematical operations, is italso compatible
in other systems or applications due to its
flexible characteristics. Stated below are the
other functions of a binary number system
that are widely used in computer systems.

This number system can be another option
for users to do mathematical operations
instead of using conventional mathematical
methods. It can also be used as an element to
check normal calculation methods especially
when dealing with very large numbers.
Normal calculators may allow limited digits
for mathematical operations. It cannot
process more than a certain number of digits.
Binary number systems can be used for
very large mathematical operations because
in a computer system, each binary digit
represents a character instead of defining it
as a number.

Binary numbers may represent alphabetical
letters with its own unique code where it can
be found at the ASCIl (American Standard
Code for Information Interchange) Table.
In this table, alphabet “A” is represented

by the number 65 meanwhile alphabet “Z”
is represented by the number 90. These
alphabetical code numbers can also be
converted to binary numbers. In binary,
alphabetical code for “A” is 1000001 and
alphabetical code for “B” is 1011010.

Besides using binary numbers to represent
alphabetical letters, it can also represent
colours. Combinations
produce images or pictures. Each colour
has its unique colour code where this can
be found at a HTML Colour Codes Table. In
hexadecimal for instance, the colour black
is represented by 000000 meanwhile the
colour white is represented by FFFFFF. These
colour codes are numbers that also can be
converted to binary numbers. After these two
colour codes have been converted to binary
numbers, the colour black is represented
by 000000000000000000000000
and the colour white is represented by
TTTTTTTITTTT 1111111111111 .,

of colours will
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Vulnerability Analysis Using Common
Criteria Attack Potential (Part 3-Final)

By | Ahmad Dahari Bin Jarno

Continuity of Part 1 and Part 2

Looking back at Part 1 and Part 2 of this
article, each of them provided details
of explanation and elaboration on how
vulnerability assessment or penetration
testing analysis are conducted in different
ways that are commonly referred to by
security analysts or penetration testers.
Thus, in reference, in general terms, these
articles are not meant to show weaknesses
or flaws of other methodologies that are
out there and those already being used and
implemented.

Yet, this piece is more about providing
suggestions on improving current practises
that has been implemented and moving
them forward towards better use of test
findings and producing the best analysis
of those findings in ways that are more
practical and considerable under various
forms of measurements. This is to provide
a significant answer to the question, “How
definitive and applicable each vulnerability
and/or risks are by looking at the findings
of vulnerability assessments or penetration
tests deliberately from vulnerability analysis
techniques?”

Therefore, part three (3) of this article
will show how Common Criteria Attack
Potential produced results in the form
of wvulnerability analysis by referring to
vulnerability assessments and penetration
testing activities according to its phases of
executions, plans and deliverables.

Key Points of Common Criteria
Attack Potential Merits and
Calculations

Common Criteria Attack Potential is defined
under the AVA scope of work (Common
Criteria Vulnerability Assessment Work
Units), which is specifically conducted under

the evaluation assurance of vulnerability
assessments. Looking at the point of view
of Common Criteria evaluation processes,
Attack Potential are used as a main reference
in calculating values of each vulnerability
assessment or penetration testing scenarios
in determining if each of those proposed
approaches are applicable based on the level
of evaluation assurance (EAL), where the
product will then proceed to be evaluated
and certified. Yet, by looking from the
other perspectives of general concept for
vulnerability assessment and penetration
testing, attack potential defined by Common
Criteria in CEM can be used further in
several areas of vulnerability assessments
or penetration tests, by implementing it in
each phase of those activities.

In a recap of Part Two (2), Common Criteria
Attack Potential is forms of ratings and
components categorised according to
calculations (Refer to Table 2 and Table 3 in
Part 2). In comparison with other approaches
of vulnerability assessment and penetration
testing in performing vulnerability analysis;
commonly security analysts/penetration
testers use details of that specific
vulnerability patent and its behaviour in
determining the level of damage that it can
cause. However, there are certain methods
and approaches of the vulnerability tests or
penetration tests that need to be executed in
the first place. An experience security analyst
and/or penetration tester will consider
better coverage of vulnerability analysis, by
putting considerations of justifications and
methods from planning phases towards the
actual analysis that are being conducted. The
reasons behind these actions are basically
to ensure decisions are properly taken,
ensuring confidence in results and most
important of all, the vulnerability actually
existed, catered, proven and able to be fixed
accordingly based on recommendations of
further improvements. Therefore, Common
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Criteria is in a better spot to provide security
analysts/penetration testers guidance that
they need in achieving better testing coverage
and providing justifications in the preliminary
stages.

Leveraging CC Attack Potential
Coverage in Vulnerability Test
& Analysis

Questions; How far can a security analyst/
pen-tester leverage on the situation by
covering up most of the vulnerability testing
results and analysis? Most of us will say
that it depends on the analyst/pen-tester
experience, knowledge and hands-on skills.
Yet, a better answer can be given by allowing
CC Attack Potential to provide an interesting

Justifications of Preliminary Test Scenarios.

outlook into the test planning, executions
and analysis processes.

To simulate this justification, the following
is an example that illustrates how CC
Attack Potential has been used as part of
vulnerability assessment or penetration
testing; from the starting point to the main
events of vulnerability analysis. A short
brief about the example given here, which
is basically an execution of penetration
test activities, project based, conducted
upon a prototype of smartcard contactless
applets that has the ability to store crucial
information by segregating and enforcing
access controls through defined random
keys exchange procedures upon information
requested from proprietary software desktop
applications through a smartcard reader.

Test Title
contactless channels.

Identify information transacted between the card reader and sample card via

Confidentiality
Availability & Integrity
(CIA) Hypothesis

both origins.

Examine the key transacted between the card reader and sample card cannot be
bypassed in aspects of its processes.

Examine the key transacted between the card reader and sample card to be
confidential, whilst maintaining the secrecy of keys that are exchanged between

Test Objective

Performing identification of keys transacted between the smartcard reader and
sample card embedded inside a contactless chip.

Objectives Details

To meet CIA hypothesis, analysts shall perform tests on the key transaction
processes by monitoring and simulating processes of key exchanges between the
smartcard reader and sample card via contactless channels.

These tests are to validate the processes, in a way that it could not be bypassed
and could not be compromised in the middle through a man-in-the-middle attack.

Test Approaches

Test 0 (Control): By using smartcard reader and sample card, perform basic
challenge and response to scenarios with basic commands.

Test 1: Generating random keys in short intervals.

Test 2: Generating random keys in long intervals.

Test 3 and 4: Using USB sniffer to monitor all key exchange transactions between
SAM and reader. This identifies the location from which key exchanges are
initiated; either from the software or the reader.

Test 5: Using USB sniffer to monitor the transition communications between
Software Application Desktop and reader.

Attack Potential

Calculation Expertise: Proficient (3)

Equipment: Standard (0)

Elapsed Time: Less than one week (1)

Knowledge of TOE: Sensitive (7)
Windows of Opportunity: Unlimited Access (0)

Calculation and Attack Potential Level: Total: 11 (Basic)

Table 1: Preliminary Justification using CC Attack Potential
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Vulnerability Analysis based on Test Results and Findings for Test B1 and B2.

TEST ID:

VULNERABILITY ASSESSMENT ANALYSIS:

Test B1 and B2

Scope of Confidentiality, Integrity & Availability (CIA):

Threat Agent: Unauthorised User

Adverse Actions:

Availability: Guessing the sequence of keys or orders that were generated.
Confidentiality: Accessing all legitimate keys and using it in sequence.
Assets: Generated Keys.

Scenario:
Unauthorised user may capture, sniff, collect or guess the list of well-defined generated
keys for use in accessing the data sector of sample cards.

Vulnerability & Risk Analysis Finding:

As claimed by the developer that all keys used to read and write data on the contactless

chip were random and cannot be guessed, which was described clearly, as generated per
defined order of keys with the correct number of seeds.

The keys were derived using seeds, parts of it is the UID of the card and also the secure

access module card with the help of a Base Key. Without this information provided in the

own definitive generated keys.

process of generating keys, an attacker won’t be able to guess the order despite having
several sample cards for pre-test purposes because, each card has its own UID and its

In conclusion, the randomness of these generated keys is definitive and acceptable.

Verdict:

Environment Risk of CIA: None.
Overall Risk: None.

Operational Devices Risk of CIA: None.

Table 2: Findings of Vulnerability Analysis

Referring to Table 1 and Table 2, CC Attack
Potential can be used during the preliminary
stages of  wvulnerability = assessment/
penetration testing, thus giving better
directions to security analysts/penetration
testers, in determining whether the design
tests scenarios are appropriate and whether
objectives are met. Therefore, during the
vulnerability analysis stage, a proper analysis
can be performed with stated justifications,
supported by ratings from Attack Potential
calculations, and resulting in better test
findings.

Applying CC Attack Potential

for Vulnerability Analysis
in Phases of Vulnerability
Assessment & Penetration

Testing

In understanding this further, we must know
how the applications of CC Attack Potential
and its capabilities can be fully utilized in
all phases of Vulnerability Assessment and

Penetration Testing. Can it help spice things
up a bit? In the previous section, an example
is given on how to determine the walkthrough
of doing vulnerability assessment and/or
penetration testing by calculating Attack
Potential ratings during the preliminary
(plan) phase and using that information
in determining the risk assessment via
vulnerability analysis.

Furthermore, Common Criteria Attack
Potential could be wused in performing
vulnerability assessment and/or penetration
testing by further justifying each approaches
and techniques to be chosen for test
executions. The following is an example that
elaborates several tests conducted upon a
Unified Threat Management called All-in-
One Firewall Box, that have many security
enforcement features added to the base of
a firewall. To further elaborate the overall
test, one test was selected to be used as an
example in determining the applicability of
those approaches by levelling exploits in
certain ways to determine appropriateness.
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ASPECTS

PLAN

EXECUTE

ANALYSIS

Objective:

Compromised the target operational environment by penetrating into the underlying
operating system from open ports available on the Unified Threat Management (UTM)
system. Previously, open ports scanning have been conducted to identify open access points

of the UTM system.

Elapsed Time 2 weeks (2) 1 week (1)
Expertise Proficient (3) Layman (0)
Knowledge of Public (0) Public (0)
Target

Windows of Unlimited (0) Unlimited (0)

Analysis:

Without proper configuration
of the UTM system,
administration access points
through network ports are
open such as SSH, Telnet and
FTP. Those ports are not fully
secure due to them using

Opportunity default access passwords.
Additionally, when a tester
Equipment Standard (0) Standard (0) has access to the terminal
_ ) point, the tester is only
Total > (Basic) 1 (Basic) required to have knowledge
of Linux command lines to
explore the file management
of the UTM system.
Findings Hypothesis: Actual: Analysis:
There will be Open ports are Based on the findings,
only several openly available target of assessment are not
common open through local securely configured as per
ports such as and public claimed and advised by the
FTP, SSH, HTTPS, connections and developer.
HTTP that will be | are using default
open locally and access passwords
not publicly. and accounts.
CIA Hypothesis: Actual: Analysis:
Implementation All network Several open Without proper configuration
ports are ports were found of the ports as indicated
filtered by and identified by the developer inside
packet filtering as crucial access the installation and
rules and points for administration manual, the
disabled from administration. UTM system is not enforcing
any scanning CIA as the main criteria.
discovery
techniques.
Conclusion Therefore, it is concluded that the UTM system is not secure without

any proper administration system and can be compromised by

allowing access to the underlying operating system without any proper
layers of protection.

Table 3: Using CC Attack Potential in all phases of testing.
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Before we do so, in reference to Table 2 in
Part 2, below is a basis of determination of
each level of description for assistance in
reaching a decision.

Basic - Tests that are conducted are based on
information, approaches and tools that are
available via research on the public domain
such as the Internet, books and journals.

Enhanced Basic — Tests that are conducted
are based on information, approaches and
tools that are not available on the public
domain and also require special interest and
experience in such skills.

Moderate - Tests that are conducted are
based on information, approaches and tools
used with certain level of proficient in testing
skills and experiences with the help of tools
that are publicly available or customised.

High - Tests that are conducted are based on
information, approaches and tools used with
a specialised set of skills and experience,
which is not available openly in the public
domain and also added with specific design
concepts.

Beyond High - Tests that are conducted
are based on information, approaches and
tools used with a specialised set of skills and
experience that not available openly in the
public domain and also added with specific
design tools. Additionally, it also requires
high skills of exploitations with the help of
specialised equipment such as smartcard
testing technologies.

Therefore based on that, Table 3 describes
the ways of determining test approaches,
tools that will be used, execution of test
activities and most importantly, determining
the risks each of those vulnerabilities via
vulnerability analysis.

Conclusion

Combining all three parts of these articles,
we can conclude that the importance
of wvulnerability analysis approach in
vulnerability assessment and penetration

testing cannot be denied. Yet, until now,
vulnerability analysis has not adopted or
taken seriously. Apart from determining the
risks involved towards vulnerabilities found,
vulnerability analysis is an activity that
justifies whether the risks introduced are
relevant. In finalising the verdict of each risk
found, proper justifications in conducting
vulnerability analysis are crucial. Therefore,
by using CC Attack Potential, relevancy and
proper validation of found vulnerabilities
towards risks determination can be done
appropriately. CC Attack Potential can be used
not only during the analysis phase but also
during preliminary and execution phases.
Therefore, it is concluded that CC Attack
Potential is an improvement in techniques
and approaches proposed for vulnerability
analysis; and able to be a better option in
conducting vulnerability assessment and
penetration testing; by providing higher
quality of deliverables and justifications. m
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PANDALABS: OVER 5 MILLION NEW MALWARE SAMPLES IN
Q3

In the third quarter of 2011, Pandal.abs, Panda Secunity's malware
research laboratory, said five million new malware samples were
created, which, according to my math, breaks down to about 55,000
per day. It's not news new to report that malware continues to be
cranked out and an alarming rate.

http://www securityweek com/pandalabs-over-5-million-new-
malware-samples-g3

AT LEAST 34% OF ANDROID MALWARE IS STEALING YOUR
DATA

The second half of 2011 has been an active one for cyber criminals,
who have been increasingly looking for chances to set up new scams
in the mobile device environment. According to recent Kaspersky Lab
internal data, the Android platform has finally established itself as the
most popular for malicious mobile programs, overtaking other
platforms as well as ‘generic’ Java malware. In September 2011
alone, the number of newly discovered malware for Android-based
devices increased by more than 30 per cent.

http://www totaltele com/view aspx?ID=468787

DIGINOTAR SSL CERTIFICATE HACK AMOUNTS TO CYBER-
WAR, SAYS EXPERT

Dutch government revokes certificates used for all its secure online
transactions, while CIA, Google, Microsoft and others affected by
hack called 'worse than Stuxnet'. The Dutch government says
hackers who broke into a web security firm in the Netherlands last
month issued hundreds of bogus security certificates that could be
used on websites including the CIA and Israel's Mossad, as well as
internet giants such as Google, Microsoft and Twitter.
http://www.guardian co.uk/technology/2011/sep/05/diginotar-
certificate-hack-cyberwar

CYBERCROOKS PREY ON 9/11 ANNIVERSARY

Cybercrooks are gearing up for the 10th anniversary of the 9/11
attacks with a range of malware fraps and hacking attempts both on
social networks and the wider internet, net secunty firm BitDefender
warns. The first wave of these attacks comes in the form of the newly
established websites offering supposed content such as "Bin Laden
alive”, "in depth details about the terronist attack”, "police investiga-
tion results" and "towers going down" fo attract the curious.
http://www theregister co.uk/2011/09/08/9_11_anniversary_scams/

PICKPOCKETING DIGITAL CURRENCY THE NEW GOLD MINE
Cybercrime has come a long way since it was mostly a digital form of
vandalism. It has developed into a cnminal business operated for

financial gain and is now worth billions. Digital Currency has become
very popular in a short time. Facebook Credits, Xbox Points, Zynga
coins and Bitcoin now play a vital role in a multibillion dollar global
gaming economy. Far from being just of virtual value, many of these
currencies are actively traded for real currency. This has not gone
unnoticed by cyber criminals, now aiming to steal digital wallets from
people's computers. In June a digital wallet containing close fto
US$500,000 was stolen when someone broke into the victim's
computer and transferred most, but not all, of the money out of his
wallet

http:/fwww prnewswire co uk/cgi/news/release?id=335774

35 MILLION USERS ARE AFFECTED BY A SOUTH KOREA HACK
South Korea has claimed that hackers from China could have stolen
the personal information belonging to up to 35 million users of an SK
Communications website portal. South Korea's communications
regulator said that SK Communication's intemet portal Nate and
blogging web site Cyworld was exploited by hackers from China.
Those websites are two of the most popular in South Korea and the
regulator claims the hackers might have got the phone numbers,
email addresses, names and unspecified "coded data" of up to 35
million users.
http://www_theinquirer_net/inquirer/news/2097740/35-million-
users-affected-south-korea-hack

RENT-A-BOT NETWORKS TIED TO TDSS BOTNET

Crniminals who operate large groupings of hacked PCs tend fo be a
secretive lot, and jealously guard their assets against hijacking by
other crooks. But one of the world’s largest and most sophisticated
botnets is openly renting its infected PCs to any and all comers, and
has even created a Firefox add-on to assist customers. The TDSS
botnet is the most sophisticated threat today, according to experts at
Russian security firm Kaspersky Lab.
http://krebsonsecurity.com/2011/09/rent-a-bot-networks-tied-
to-tdss-botnet/

I1SO RATIFIES ISO/IEC 27035:2011 SECURITY STANDARD
According to the business standards organization, the principles
embodied in 27035:2011 will help organizations reduce the impact of
IT security threats if they adopt the secunty incident management
approach seen in the new standard. The ISO said that secunty
breaches can compromise your business systems, and cause disrup-
tion to business operations. Being prepared and responding in a
timely and effective way, it added, can mean the difference between
minor incident and a business disaster.

http://www infosecurity-magazine com/view/21485/iso-ratifies-
1soiec-270352011-security-standard/
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Professional Development Schedules in CyberSecurity Malaysia Calendar 2012

No.

Fundamental/Introduction

1 Essentials Digital Forensics for Non-IT Background

2 Digital Forensics for First Responder

MyCC 1.0 - Understanding Secunty Target, Protection Profile &
Supporting Evaluation

Infroduction to SO 27001 & IS0 27002:2005 Information Security Management System
Business Continuity Management for Essentials

Data Encryption for Beginners

Cryptography for Beginners

CSM Secunty Essential Training

Google-Fu Power Search Technigue

Wireless Security

Customize Training Package for groups and companies
(Fundamental Courses ltem 1-10)
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Intermediate

1 Malaysia Common Criteria (MyCC 2.0) - Foundation Evaluator Training
2 Incident Response & Handling for Computer Security &

Incident Response Team (CSIRTS)

Cryptography for Information Secunty Professional

IS0 27001 Implementation

Google-Fu Googling to the Max

Incident Handling and Network Security Training Workshop (IHNS)
ISMS Internal Auditor (IS0 27001)

Customize Training Package for groups and companies
(Intermdiate Courses ltem 1-8)
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Specialization

Digital Forensics on Data Recovery

Forensics on Intemet Application

Risk Management

Legal, Regulations, Investigations & Compaliance Fundamentals of
Infromation Security Law & Practise
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Professional Certification
1 Certified Information System Security Professional (CISSP)
CBK Review Seminar

2 System Secunty Certified Practitioner (SSCP) CBK Review Seminar
3 Certified Secure System Lifecycle Professional (CSSLP)

4 SECS504: Hacker Techniques, Exploits & Incident Handling

5 SECH42: Web App Pen Testing and Ethical Hacking

6 AUD 507 - Auditing, Networks, Perimeters and Systems

7  SECH60: Network Penetrating Testing and Ethical Hacking

8 Digital Forensics Investigation & Analysis

9  Business Continuity Management Professional Certification (BCLE2000)
10 Professional in Critical Information Infrastructure

11 Cyber Warrior

12 Cyber Defender

13 1SO 27001 Lead Auditor

14 Forensics Investigation Advance

Examination

CISSP Examination

SSCFP Examination

Certified Forensics Investigation Analyst (CFIA)

Kryterion Test Center

Cyber Warrior - Operation D-Day (fully hands on examination)

oW b=

Venue

Program
Duration

2 days
2 days
1 day

1 day

1 day

1 day

1 day

2 days
2 days
2 days
1-5 days

3 days
3 days

3 days
3 days
2 days
3 days
2 days
1-5 days

2 days
1 day
3 days
1 day

5 days

5 days
5 days
6 days
6 days
6 days
6 days
4 days
5 days
3 Weeks
5 days
5 days
5 days
5 days

6 hrs
6 hrs

3 hrs

Standard  Jan
Fees
(RM)

Feb

1500
1500
790

650
1000
790
890
1590
1400
1350

Megotiable

27-28

3290
3590

21-23

3590
3200
1600
3590
2850

Megotiable

10-12/13-15

1800

900
3900
1200

4705 13-15
4372
4180
uso4400
uso4400
uso4400
usp4400
3850
8900
usp6000
4850
4890
5000 16-20120-24
usp4085 9-14

usp599 25
usp300 25
580
19
1200

Mar | Apr May Jun | Jul | Aug Sep Oct Nov | Dec
56
23
5 6 7 1 6 6 3 5 5 7
23 25 24
4 19
4] 10
7-8 5-6
5-6 9-10
9-10
24-26
14-16 31{Nov)-2{Dec)
2224 11-13
6-8 911 8-10 12-14/ 911 79 46 8-10  6-8 [10-12
7-8 11-12
26-28 35
12-13 11-12 13-14 5-6
8-9 2425
20
20
9-13 15
13-16 9-13 | 6-10 | 11-15 8-12 59
7-11 [16-20 1519
18-23
19-24
8-13
16-20
59 7-1n 9-13 15 37
18{Nov}-7{Dec)
19-23 18-22 17-21
12-16 11-15 37

19-2323-27 21-25|25-29/16-20/13-17 24-28 15-19 | 26-30/17-21

12 8 3
12 8 3
29 17 13 26 27
26 25 28

*Subject to change
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