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3. Consistency: 
It means that the behaviour of a generator 
must be consistent across starting values 
(seeds). 

The NIST Statistical Test Suite is one of the 
statistical packages which were applied to 
develop testing on the randomness of binary 
sequences. These binary sequences were 
produced using hardware or software based 
on cryptographic random or pseudorandom 
number generators. This statistical test 
includes 16 tests where all the tests focus 
on a variety of different types of non – 
randomness that could exist in a sequence. All 
these tests also use the standard normal and 
the chi – square as reference distributions, to 

Parameterized 
Test Selection

Focus Purpose

Block Frequency 
Test

The ratio number of ones within M – 
bit blocks where M is the length of 
each block.

To determine whether the number of 
ones in an M – bit block is approximately 
M/2 where M is the length of each block.

Overlapping 
Templates Test

The number of occurrences of pre-
specified target strings.

To reject sequences that shows 
deviations from the expected number of 
runs of ones of a given length.

Non – Overlapping 
Templates Test

The number of occurrences of pre-
specified target strings.

To reject sequences that exhibit too 
many occurrences of a given non – 
periodic pattern.

Serial Test The frequency of all possible 
overlapping m-bit patterns cross the 
whole sequence (m-bit is referred to 
the length in bits of each block).

To determine whether the number 
of occurrences of m-bit overlapping 
patterns is approximately the same 
as would be expected for a random 
sequence (m-bit is referred to the length 
in bits of each block).

Approximate 
Entropy Test

The frequency of all possible 
overlapping m-bit patterns cross the 
whole sequence (m-bit is referred to 
the length of each block).

To compare the frequency of 
overlapping blocks of two consecutive/
adjacent lengths (m and m+1) against 
the expected result for a normally 
distributed sequence (m-bit is referred 
to the length of each block).

Linear Complexity 
Test

The length of a Linear Feedback Shift 
Register (LFSR).

To determine whether the sequence is 
enough to be random.

Universal Test The number of bits between matching 
patterns which is a measurement that 
is related to the length of a compressed 
sequence.

To detect whether the sequence can be 
significantly compressed without loss of 
information.

Table 1: Parameterized Test Selection

determine whether the binary sequence is 

random or non – random.  

The tests on this statistical package can 

be divided into two categories which are 

the Parameterized Test Selection and the 

Non – Parameterized Test Selection. The 

Parameterized Test Selection requires 

users to define parameter value(s) such 

as block length, template length and 

number of blocks. Meanwhile, for the Non 

– Parameterized Test Selection, it does not 

require users to define parameter value(s). 

Table 1 and Table 2 describe both categories 

respectively including the focus and the 

purpose for each test.
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Conclusion

In conclusion, the use of random number 
generators is important since it is one of the 
main criteria to determine the strength of 
computer security applications. The random 
number generators are very useful in order 
to construct the encryption keys and also the 
other cryptographic algorithm parameters. 
Therefore, by using the statistical tests suite, 
one can ensure that the sequence produced 
from hardware or software is random. ￭
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Non - 
Parameterized 
Test Selection

Focus Purpose

Cumulative Sums 
Test

The maximal excursion (from zero) 
of the random walk defined by the 
cumulative sum of adjusted (-1, +1) 
digits in the sequence.

To determine whether the sum of the 
partial sequences occurring in the tested 
sequence is too large or too small.

Runs Test The total number of runs in the 
sequence, where a run is an 
uninterrupted sequence of identical 
bits.

To determine whether the number of 
runs of ones and zeros of various lengths 
is as expected for a random sequence. 

Longest Runs of 
Ones Test

The longest run of ones within M – bit 
blocks where M is the length of each 
block.

To determine whether the longest run 
of ones is consistent with the longest 
run of ones that would be expected in a 
random sequence.

Rank Test The rank of disjoint sub – matrices of 
the whole sequence.

To check for linear dependence among 
fixed length substrings of the original 
sequence. 

Spectral DFT Test The peak heights in the Discrete 
Fourier Transform of the sequence.

To detect periodic features in the tested 
sequence that would indicate a deviation 
from the assumption of randomness.

Random 
Excursions Test

The number of cycles having exactly 
K visits in a cumulative sum random 
walk.

To determine if the number of visits to 
a particular state within a cycle deviates 
from what one would expect for a 
random sequence.

Random 
Excursions Variant 
Test

The total number of times which 
a particular state is visited in a 
cumulative sum random walk.

To detect deviations from the 
distributions of the number of visits of a 
random walk to a certain state.

Lempel Ziv 
Complexity Test

The number of cumulatively distinct 
patterns (words) in the sequence.

To determine how far the tested 
sequence can be compressed. 

Frequency Test The proportion of zeros and ones for 
the whole sequence.

To determine whether the number 
of zeros and ones in a sequence are 
approximately the same as would be 
expected for a truly random sequence.

Table 2: Non - Parameterized Test Selection 
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Mathematics Operations in Binary 
Numeral System
BY | Abdul Alif Bin Zakaria

Introduction

Cryptography is one of the most important 
aspects in the Information Security arena. 
It is the practice and study of techniques 
for secure communications in the presence 
of third parties. Communications over 
untrusted networks can be carried out with 
encryption which is the conversation from 
a readable state to an unreadable state. The 
opposite of encryption is decryption which 
is converting an apparent nonsense state to 
a readable state.

Designing a strong cryptographic algorithm 
has never been easy these days because 
people are getting smarter and technology 
is progressing rapidly. One of the most 
important tools in designing cryptographic 
algorithms such as DES and AES is the 
application of binary number system. This 
number system would complicate any 
efforts to break the algorithm. Although it 
is still possible to break the algorithm, at 
least it will delay the efforts to do so. 

There are many types of number systems 
which are decimal (base-10), hexadecimal 
(base-8), and binary. Not many of us are 
familiar and understand the foundation of 
binary number systems. Therefore, a binary 
number system is the main topic that will 
be discussed in this article because of its 
importance in many applications compared 
to other number systems. Binary numeral 
systems are also well known as base-2 
number systems. Unlike decimal numbers 
which include every single number from 
0, 1, 2… to infinite, this system is only 
represented by the numbers “0” and “1”. 
Number “1” represents yes, agree or positive. 
Number “0”, on the other hand, represents 
no, disagree or negative, depending on 

how we define it. Binary numeral systems 
are used in most modern computers it is 
popularly known as “bit”. Besides using 
binary in computing, it also has been widely 
used in the science and mathematics fields. 
Due to its flexibleness, further explanation 
on how to utilise binary numeral systems 
in mathematical operations will be discuss 
later.

Differences Between Decimal 
and Binary

Decimal and binary number systems are two 
different types of number systems but can 
operate in similar mathematical operation 
techniques. The difference between these 
two number systems is the digits that 
they use. Decimal number uses digits “0” 
to “9” while binary number uses digits “0” 
and “1”. These two number systems apply 
the same method to determine the largest 
and the smallest value by looking at the 
position of columns of each digit. “Carry” 
method is applied in both number systems 
if each digit value increases when it reaches 
the maximum value in each column. 
 
 
Decimal Number System
 
Decimal numbers known as integers can 
use the numbers 0, 1, 2, 3, 4, 5, 6, 7, 8, 
or 9 in each digit. For numbers containing 
more than one digit (e.g. 47 and 13), digit 
sequence is actually separated by column 
depending on the total of digits of the said 
number. Smallest-value column is located at 
the end of the column to the right while the 
largest value is located at the far left. The 
values of the sequence are 100, 101, 102, 
103, 10n where it reads from right to left. 
Table 1 shows values of each column and 
its decimal form.



28

Power Decimal

100 1

101 10

102 100

103 1000

10n 1…….0

Table 1: Power and Decimal Form

Refer to Table 2, there are four columns of 
decimal number digits which are separated 
according to the number of digits in each 
decimal number. The column on the far left 
is the largest value, while the column on the 
far right is the smallest value. If the decimal 
number is larger than 9, it should be carried a 
column to the left. Column next to the carried 
column (on the right) will start with value “0”.

Decimal Column 4 Column 3 Column 2 Column 1

9 9

10 1 0

99 9 9

100 1 0 0

999 9 9 9

1000 1 0 0 0

Table 2: Decimal Number in Columns

 
Binary Number System

As described earlier, binary number is a 
representation of numbers which are “0” and 
“1”. Similar to decimal numbers, the actual 
sequence of binary numbers separated by 
columns depends on the total of digits in 
the binary number. The smallest value is 
located at the end of the column to the right 
while the largest value is located at the far 
left. The only difference between these two 
number systems is the base number. Decimal 

number use 10 as the base numbers while 
binary numbers use 2 as the base number. 
The values of the sequence are 20, 21, 22, 
23, 2n where it reads from right to the left. 
Table 3 shows values of each column and its 
binary form.

Decimal Power Decimal Binary

20 1 1

21 2 10

22 4 100

23 8 1000

2n 2x..…x2 1..….0

Table 3: Power, Decimal and Binary Form

Refer to Table 4, there are four columns of 
binary number digits which are separated 
according to the number of digits in each 
binary number. The column on the far left is 
the largest value, while the column on the 
far right is the smallest value. If the binary 
digit is larger than 1, it should be carried 
a column to the left. Column next to the 
carried column (on the right) will start with 
value “0”.

Binary Column 4 Column 3 Column 2 Column 1

1  1

10 1 0

11 1 1

100 1 0 0

111 1 1 1

1000 1 0 0 0

Table 4: Binary Digits in Columns

How to Convert Decimal into 
Binary? 

Binary digits act almost the same as decimal 
numbers in many situations. Now let’s 
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Decimal 0 1 2 3 4 5 6 7 8 9

Binary 00000 00001 00010 00011 00100 00101 00110 00111 01000 01001

				  
Decimal 0 1 2 3 4 5 6 7 8 9

Binary 00000 00001 00010 00011 00100 00101 00110 00111 01000 01001

						    
Table 5: Decimal Numbers in Binary Number System
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compare the difference between a binary 
number and a decimal number. For instance, 
look at number “9”. When number “9” is 
added with “1”, it will become “10” which 
is a two digit number. The number of digits 
increases each time a single digit number 
is exhausted. Single digit numbers can be 
rotated from “0” until “9”. When number “9” 
is reached, it only can return to “0” by adding 
one extra digit on its left.
	
In a decimal number system, single digit 
numbers can be rotated from zero until 
nine meanwhile for binary number systems, 
single digit numbers can only rotate from 
zero to one. If the number, x is larger than 
“1”, find the highest degree n where x-2n 
> 0. Repeat the above method until the 
remainder is less than “2”. If the remainder 
is less than “2”, the remainder represents 
the value in the last column.
 

How To Convert Binary Into 
Decimal?

Binary numbers are actually summation of 
base two powers. Digit in the right most of 
a binary number represents 20. Left most 
digit of a binary number is the highest 
value. The power increases by one for 
each digit on the left. To convert a binary 
number into a decimal number, each digit 
need to be multiplied by base two power 
number and the power is dependent on the 
position of each digit in the binary number. 
The power starts from the right which is 20 
and increase by one power as it goes to the 
left. If the binary number contains six digits, 
the highest value would be 25. Refer to the 
example below for a better understanding 
on how to convert binary strings into 
decimal numbers.

101011 	= (1 x 25) + (0 x 24) + (1 x 23) + (0 x 22) + 

	    (1 x 21) + (1 x 20)

	 = (1 x 32) + (0 x 16) + (1 x 8) + (0 x 4) + (1 x 2) + 

	    (1 x 1)

	 = 32 + 0 + 8 + 0 + 0 + 2 + 1

	 = 43       

Mathematics Operation

Binary Addition

The basic concept in binary number addition 
operation is almost the same as decimal 
numbers. The difference between these 
number systems is that decimal numbers 
use digits “0” to “9” while binary numbers 
use digits “0” and “1”. If the value of two 
additional numbers is larger than “1”, it 
should be carried a column to the left. Below 
is an example on binary additional operation 
for single-bit binary numbers.  

		  0 + 0 = 0	

		  0 + 1 = 1	

		  1 + 0 = 1	

		  1 + 1 = 0	, carry 1 

Let’s calculate “1+1” in decimal, “2” is the 
answer. Since “2” is larger than “1” (where 
“1” is the maximum digit in binary), “1” has 
to be carried a column to the left and “0” 
(In decimal, “2” minus “2” is equal to “0”) 
is the remainder. So “1+1” is equal to “10” 
in binary number. The process is the same 
for multiple-bit binary numbers. Here is an 
example on additional operation of multiple-
bit binary numbers.

Binary Subtraction

Binary subtraction operates almost the same 
as decimal numbers. Both number systems 
use the same “borrow” method. If a column 
value is smaller than the value that we want 
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     111	  (carried digit)            	
     10011
+     1110
= 100001	

     1	  (carried digit)            	
     19
+   14
=   33	

i) Binary ii) Decimal
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to subtract, it shall borrow from the column 
on the left so that the subtraction operation 
can be carried out. 

Now calculate “0-1” in decimal, the answer 
is “-1”. Since “-1” is not a binary value digit 
(where “0” and “1” are the digits in binary), 
“1” has to be borrowed from a column on 
its left. The new binary digit value becomes 
“10”. In binary, “10-1” (In decimal, “2” minus 
“1” is equal to “1”) is equal to “1”. So “0-1” 
is equal to “1” with borrow “1”. The same 
process applies for multiple-bit binary 
numbers. Here is an example of additional 
operation for multiple-bit binary numbers.
 

 

	

Binary Multiplication

The multiplication operation concept uses 
binary numbers almost the same as the 
decimal number multiplication method. 
Multiplying using decimal numbers is a 
straight forward exercise. However, using 
binary numbers is a bit more complicated. 
Single bit binary multiplication operates the 
same way as decimal number multiplication 
because it is straight forward.

For multiple-bit binary numbers, it has 
to go through repetition of multiplication 
and additional processes which might take 
some time depending on the number of 
digits in the binary number to be multiplied. 
Here is an example of multiple-bit binary 
multiplication operation.

		

There are two steps in multiplying binary 
number systems which are multiplication 
and addition. First, we have to multiply the 
first set of binary numbers (11011) with 
a single bit of the second set of binary 
numbers (1101). Since 1101 contains four 
bits, four multiplication answers have to be 
kept for further examination.

The second method requires us to add all of 
the multiplication answers using multiple-
bit binary numbers addition method. 
Remember to use carry method if the value 
of two additional numbers is more than “1”. 
After adding all four multiplication answers, 
we get “101011111” as the final answer. 

Binary Division

Division using binary number systems is the 
same as decimal number systems because 
it solves the problems in a similar method. 
It divides the possible highest number 
before proceeding with the smaller value 
number. The Borrow method is required 
when subtracting smaller binary values with 
larger binary values. If the number cannot be 
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0 x 0 = 0	
0 x 1 = 0
1 x 0 = 0
1 x 1 = 1	

     	   11011
x                1101
         1111          (carried digit)
               11011
+             00000
+           11011
+         11011
=       101011111

          2       (carried digit)
          27
x        13       
       1        (carried digit)
          81
+      27
        351

i) Binary ii) Decimal

0 - 0 = 0	
0 - 1 = 1	, borrow 1
1 - 0 = 1	 

1 - 1 = 0	

       *  *     *    (borrowed from)            	
     11010110
+       101001
=   10101101	

     *	  (borrowed from)        	
     214
-    41
=   173	

i) Binary ii) Decimal
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divided, it will remain as remainder. Refer the 
example below for a better understanding 
on how division operation can be solved by 
using a binary number system.

 

Conclusion

There are many ways to utilize the use of 
binary number systems as it can operate 
similar to decimal numbers. Not only in 
mathematical operations, is it also compatible 
in other systems or applications due to its 
flexible characteristics. Stated below are the 
other functions of a binary number system 
that are widely used in computer systems.

This number system can be another option 
for users to do mathematical operations 
instead of using conventional mathematical 
methods. It can also be used as an element to 
check normal calculation methods especially 
when dealing with very large numbers. 
Normal calculators may allow limited digits 
for mathematical operations. It cannot 
process more than a certain number of digits. 
Binary number systems can be used for 
very large mathematical operations because 
in a computer system, each binary digit 
represents a character instead of defining it 
as a number.

Binary numbers may represent alphabetical 
letters with its own unique code where it can 
be found at the ASCII (American Standard 
Code for Information Interchange) Table. 
In this table, alphabet “A” is represented 

by the number 65 meanwhile alphabet “Z” 

is represented by the number 90. These 

alphabetical code numbers can also be 

converted to binary numbers. In binary, 

alphabetical code for “A” is 1000001 and 

alphabetical code for “B” is 1011010.

Besides using binary numbers to represent 

alphabetical letters, it can also represent 

colours. Combinations of colours will 

produce images or pictures. Each colour 

has its unique colour code where this can 

be found at a HTML Colour Codes Table. In 

hexadecimal for instance, the colour black 

is represented by 000000 meanwhile the 

colour white is represented by FFFFFF. These 

colour codes are numbers that also can be 

converted to binary numbers. After these two 

colour codes have been converted to binary 

numbers, the colour black is represented 

by 000000000000000000000000 

and the colour white is represented by 

111111111111111111111111. ￭
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             100101	
101   10111010			 
       - 101
               110
              -101
                   110
                  -101			 
	          1  (remainder)

               37	
   5        186			 
            -151
               36
              -35
                 1    (remainder)

i) Binary ii) Decimal
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Continuity of Part 1 and Part 2

Looking back at Part 1 and Part 2 of this 
article, each of them provided details 
of explanation and elaboration on how 
vulnerability assessment or penetration 
testing analysis are conducted in different 
ways that are commonly referred to by 
security analysts or penetration testers. 
Thus, in reference, in general terms, these 
articles are not meant to show weaknesses 
or flaws of other methodologies that are 
out there and those already being used and 
implemented. 

Yet, this piece is more about providing 
suggestions on improving current practises 
that has been implemented and moving 
them forward towards better use of test 
findings and producing the best analysis 
of those findings in ways that are more 
practical and considerable under various 
forms of measurements.  This is to provide 
a significant answer to the question, “How 
definitive and applicable each vulnerability 
and/or risks are by looking at the findings 
of vulnerability assessments or penetration 
tests deliberately from vulnerability analysis 
techniques?” 

Therefore, part three (3) of this article 
will show how Common Criteria Attack 
Potential produced results in the form 
of vulnerability analysis by referring to 
vulnerability assessments and penetration 
testing activities according to its phases of 
executions, plans and deliverables. 

Key Points of Common Criteria 
Attack Potential Merits and 
Calculations

Common Criteria Attack Potential is defined 
under the AVA scope of work (Common 
Criteria Vulnerability Assessment Work 
Units), which is specifically conducted under 

the evaluation assurance of vulnerability 
assessments. Looking at the point of view 
of Common Criteria evaluation processes, 
Attack Potential are used as a main reference 
in calculating values of each vulnerability 
assessment or penetration testing scenarios 
in determining if each of those proposed 
approaches are applicable based on the level 
of evaluation assurance (EAL), where the 
product will then proceed to be evaluated 
and certified. Yet, by looking from the 
other perspectives of general concept for 
vulnerability assessment and penetration 
testing, attack potential defined by Common 
Criteria in CEM can be used further in 
several areas of vulnerability assessments 
or penetration tests, by implementing it in 
each phase of those activities. 

In a recap of Part Two (2), Common Criteria 
Attack Potential is forms of ratings and 
components categorised according to 
calculations (Refer to Table 2 and Table 3 in 
Part 2). In comparison with other approaches 
of vulnerability assessment and penetration 
testing in performing vulnerability analysis; 
commonly security analysts/penetration 
testers use details of that specific 
vulnerability patent and its behaviour in 
determining the level of damage that it can 
cause. However, there are certain methods 
and approaches of the vulnerability tests or 
penetration tests that need to be executed in 
the first place. An experience security analyst 
and/or penetration tester will consider 
better coverage of vulnerability analysis, by 
putting considerations of justifications and 
methods from planning phases towards the 
actual analysis that are being conducted. The 
reasons behind these actions are basically 
to ensure decisions are properly taken, 
ensuring confidence in results and most 
important of all, the vulnerability actually 
existed, catered, proven and able to be fixed 
accordingly based on recommendations of 
further improvements. Therefore, Common 
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Criteria is in a better spot to provide security 
analysts/penetration testers guidance that 
they need in achieving better testing coverage 
and providing justifications in the preliminary 
stages.

Leveraging CC Attack Potential 
Coverage in Vulnerability Test 
& Analysis

Questions; How far can a security analyst/
pen-tester leverage on the situation by 
covering up most of the vulnerability testing 
results and analysis? Most of us will say 
that it depends on the analyst/pen-tester 
experience, knowledge and hands-on skills. 
Yet, a better answer can be given by allowing 
CC Attack Potential to provide an interesting 

outlook into the test planning, executions 
and analysis processes. 
To simulate this justification, the following 
is an example that illustrates how CC 
Attack Potential has been used as part of 
vulnerability assessment or penetration 
testing; from the starting point to the main 
events of vulnerability analysis. A short 
brief about the example given here, which 
is basically an execution of penetration 
test activities, project based, conducted 
upon a prototype of smartcard contactless 
applets that has the ability to store crucial 
information by segregating and enforcing 
access controls through defined random 
keys exchange procedures upon information 
requested from proprietary software desktop 
applications through a smartcard reader. 

Justifications of Preliminary Test Scenarios.

Test Title Identify information transacted between the card reader and sample card via 
contactless channels. 

Confidentiality 
Availability & Integrity 
(CIA) Hypothesis

Examine the key transacted between the card reader and sample card cannot be 
bypassed in aspects of its processes.
Examine the key transacted between the card reader and sample card to be 
confidential, whilst maintaining the secrecy of keys that are exchanged between 
both origins.

Test Objective Performing identification of keys transacted between the smartcard reader and 
sample card embedded inside a contactless chip. 

Objectives Details To meet CIA hypothesis, analysts shall perform tests on the key transaction 
processes by monitoring and simulating processes of key exchanges between the 
smartcard reader and sample card via contactless channels. 
These tests are to validate the processes, in a way that it could not be bypassed 
and could not be compromised in the middle through a man-in-the-middle attack. 

Test Approaches Test 0 (Control): By using smartcard reader and sample card, perform basic 
challenge and response to scenarios with basic commands.
Test 1: Generating random keys in short intervals.
Test 2: Generating random keys in long intervals.
Test 3 and 4: Using USB sniffer to monitor all key exchange transactions between 
SAM and reader. This identifies the location from which key exchanges are 
initiated; either from the software or the reader.
Test 5: Using USB sniffer to monitor the transition communications between 
Software Application Desktop and reader.

Attack Potential 
Calculation

Elapsed Time: Less than one week (1)
Expertise: Proficient (3)
Knowledge of TOE: Sensitive (7)
Windows of Opportunity: Unlimited Access (0)
Equipment: Standard (0)
Calculation and Attack Potential Level: Total: 11 (Basic)

						    
Table 1: Preliminary Justification using CC Attack Potential
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Vulnerability Analysis based on Test Results and Findings for Test B1 and B2.

TEST ID: VULNERABILITY ASSESSMENT ANALYSIS:

Test B1 and B2 Scope of Confidentiality, Integrity & Availability (CIA):

Threat Agent: Unauthorised User
Adverse Actions:
Availability: Guessing the sequence of keys or orders that were generated. 
Confidentiality: Accessing all legitimate keys and using it in sequence. 
Assets: Generated Keys. 

Scenario:
Unauthorised user may capture, sniff, collect or guess the list of well-defined generated 
keys for use in accessing the data sector of sample cards. 

Vulnerability & Risk Analysis Finding:
As claimed by the developer that all keys used to read and write data on the contactless 
chip were random and cannot be guessed, which was described clearly, as generated per 
defined order of keys with the correct number of seeds.
The keys were derived using  seeds, parts of it is the UID of the card and also the secure 
access module card with the help of a Base Key. Without this information provided in the 
process of generating keys, an attacker won’t be able to guess the order despite having 
several sample cards for pre-test purposes because, each card has its own UID and its 
own definitive generated keys. 
In conclusion, the randomness of these generated keys is definitive and acceptable.

Verdict:
Operational Devices Risk of CIA: None.
Environment Risk of CIA: None.
Overall Risk: None.

						    
Table 2: Findings of Vulnerability Analysis

Referring to Table 1 and Table 2, CC Attack 
Potential can be used during the preliminary 
stages of vulnerability assessment/
penetration testing, thus giving better 
directions to security analysts/penetration 
testers, in determining whether the design 
tests scenarios are appropriate and whether 
objectives are met. Therefore, during the 
vulnerability analysis stage, a proper analysis 
can be performed with stated justifications, 
supported by ratings from Attack Potential 
calculations, and resulting in better test 
findings. 

Applying CC Attack Potential 
for Vulnerability Analysis 
in Phases of Vulnerability 
Assessment & Penetration 
Testing

In understanding this further, we must know 
how the applications of CC Attack Potential 
and its capabilities can be fully utilized in 
all phases of Vulnerability Assessment and 

Penetration Testing. Can it help spice things 
up a bit? In the previous section, an example 
is given on how to determine the walkthrough 
of doing vulnerability assessment and/or 
penetration testing by calculating Attack 
Potential ratings during the preliminary 
(plan) phase and using that information 
in determining the risk assessment via 
vulnerability analysis. 

Furthermore, Common Criteria Attack 
Potential could be used in performing 
vulnerability assessment and/or penetration 
testing by further justifying each approaches 
and techniques to be chosen for test 
executions. The following is an example that 
elaborates several tests conducted upon a 
Unified Threat Management called All-in-
One Firewall Box, that have many security 
enforcement features added to the base of 
a firewall. To further elaborate the overall 
test, one test was selected to be used as an 
example in determining the applicability of 
those approaches by levelling exploits in 
certain ways to determine appropriateness.
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ASPECTS PLAN EXECUTE ANALYSIS

Objective:
Compromised the target operational environment by penetrating into the underlying 
operating system from open ports available on the Unified Threat Management (UTM) 
system. Previously, open ports scanning have been conducted to identify open access points 
of the UTM system. 

Elapsed Time 2 weeks (2) 1 week (1) Analysis: 
Without proper configuration 
of the UTM system, 
administration access points 
through network ports are 
open such as SSH, Telnet and 
FTP. Those ports are not fully 
secure due to them using 
default access passwords. 
Additionally, when a tester 
has access to the terminal 
point, the tester is only 
required to have knowledge 
of Linux command lines to 
explore the file management 
of the UTM system. 

Expertise Proficient (3) Layman (0)

Knowledge of 
Target

Public (0) Public (0)

Windows of 
Opportunity 

Unlimited (0) Unlimited (0)

Equipment Standard (0) Standard (0)

Total 5 (Basic) 1 (Basic)

Findings Hypothesis:  
There will be 
only several 
common open 
ports such as 
FTP, SSH, HTTPS, 
HTTP that will be 
open locally and 
not publicly. 

Actual: 
Open ports are 
openly available 
through local 
and public 
connections and 
are using default 
access passwords 
and accounts. 

Analysis: 
Based on the findings, 
target of assessment are not 
securely configured as per 
claimed and advised by the 
developer. 

CIA 
Implementation

Hypothesis: 
All network 
ports are 
filtered by 
packet filtering 
rules and 
disabled from 
any scanning 
discovery 
techniques.  

Actual: 
Several open 
ports were found 
and identified 
as crucial access 
points for 
administration.  

Analysis: 
Without proper configuration 
of the ports as indicated 
by the developer inside 
the installation and 
administration manual, the 
UTM system is not enforcing 
CIA as the main criteria. 

Conclusion Therefore, it is concluded that the UTM system is not secure without 
any proper administration system and can be compromised by 
allowing access to the underlying operating system without any proper 
layers of protection. 

						    
Table 3: Using CC Attack Potential in all phases of testing.
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Before we do so, in reference to Table 2 in 
Part 2, below is a basis of determination of 
each level of description for assistance in 
reaching a decision.

Basic – Tests that are conducted are based on 
information, approaches and tools that are 
available via research on the public domain 
such as the Internet, books and journals.

Enhanced Basic – Tests that are conducted 
are based on information, approaches and 
tools that are not available on the public 
domain and also require special interest and 
experience in such skills.

Moderate – Tests that are conducted are 
based on information, approaches and tools 
used with certain level of proficient in testing 
skills and experiences with the help of tools 
that are publicly available or customised. 

High – Tests that are conducted are based on 
information, approaches and tools used with 
a specialised set of skills and experience, 
which is not available openly in the public 
domain and also added with specific design 
concepts.

Beyond High – Tests that are conducted 
are based on information, approaches and 
tools used with a specialised set of skills and 
experience that not available openly in the 
public domain and also added with specific 
design tools. Additionally, it also requires 
high skills of exploitations with the help of 
specialised equipment such as smartcard 
testing technologies. 

Therefore based on that, Table 3 describes 
the ways of determining test approaches, 
tools that will be used, execution of test 
activities and most importantly, determining 
the risks each of those vulnerabilities via 
vulnerability analysis.

Conclusion

Combining all three parts of these articles, 
we can conclude that the importance 
of vulnerability analysis approach in 
vulnerability assessment and penetration 

testing cannot be denied. Yet, until now, 
vulnerability analysis has not adopted or 
taken seriously. Apart from determining the 
risks involved towards vulnerabilities found, 
vulnerability analysis is an activity that 
justifies whether the risks introduced are 
relevant. In finalising the verdict of each risk 
found, proper justifications in conducting 
vulnerability analysis are crucial. Therefore, 
by using CC Attack Potential, relevancy and 
proper validation of found vulnerabilities 
towards risks determination can be done 
appropriately. CC Attack Potential can be used 
not only during the analysis phase but also 
during preliminary and execution phases. 
Therefore, it is concluded that CC Attack 
Potential is an improvement in techniques 
and approaches proposed for vulnerability 
analysis; and able to be a better option in 
conducting vulnerability assessment and 
penetration testing; by providing higher 
quality of deliverables and justifications. ￭
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