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The Internet has become an integral 
part of our lives especially children.  The 
cyberspace is a wellspring of resources, 
allowing children to learn, play and 
socialize online thereby helping to develop 
their intellectual and social capabilities. 
With a constantly evolving technology, 
the cyber world can now be accessed 
from almost anywhere at any time via 
computers, mobile phones and a host of 
electronic devices. 

As wonderful as the Internet is at 
enriching our lives, it is certainly not free 
from risks and threats. This is where cyber 
parenting becomes critical. Children need 
their parents and guardians’ guidance 
and supervision to help them navigate 
the online world while staying safe and 
responsible at the same time.

This guide is developed to assist parents 
and guardians with cyber parenting in the 
digital world.  It will help parents engage 
in their children’s online lives and practice 
setting relevant rules and norms to 
protect them.

Sources:
1 “Keep Our Women & Children #cyberSAFE”  video
2 DiGi CyberSAFE Survey 2015
3 Presented by ASP NurElyanis Mohd Yusoff in Keep Our Women & Children #CyberSAFE Seminar 22nd October 2017

INTRODUCTION

60%

1 in 4 Malaysian children face 
rejection, intimidation and 
harassment online1

1 out of 4 children surveyed 
are likely to agree to meet a 
person with whom they first 
made contact through the 
Internet 2

of sexual assault cases 
reported to Polis Diraja 
Malaysia from Jan-Sept 2017 
involve children3

Cybercrime makes 
up more than 70% 
of commercial 
crime in Malaysia 
(more than drug 
trafficking)1 

Did you
know?

of high school 
children 
interact on 
social media 
without 
parental 
supervision1

50%

of Malaysian children 
are exposed to online 
porn1

94%
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Children going online are exposed to 
multiple threats that may harm them, as 
well as their friends and families. Parents 
need to be mindful that children may not 
only be at risk of falling victims to cyber 
threats, but they may also harm and 

hurt others intentionally or otherwise. 
Therefore, it is necessary to educate them 
about the risks and guide them in making 
safe and responsible choices on online 
activities.

Sex Related Threats 

i. Sexual grooming - predators stalking 
or befriending for sexual activities or 
pornography. 

ii. Receiving or engaging in sexual 
harassment. 

iii. Seeking sexual “hook-ups” with 
adults or other teens. 

iv. “Sexting” – engaging in online 
conversations involving sexually 
provocative text and images.

Malware/Viruses/Scams  
i. Being infected or infecting others with 

computer viruses that can damage 
computers/devices.

ii. Phishing - being deceived by scams 
or fake sites attempting to obtain 
sensitive information, such as 
usernames, passwords and credit 
card details (and bank account), often 
for malicious reasons, which may 

e n n i  o  n  t  the t. 

Cyberbullying 

Being the target of, or provoking others 
with harmful or hurtful online content.

Identity Theft 

Loss of, or theft of personal data or social 
media accounts.

CYBER THREATS
AND CONCERNS Online Gaming

Excessive involvement in online games, 
especially violent games.

Online Gambling
Engaging in gambling-based online games 
or actual online gambling.

Internet Addiction
A compulsive disorder resulting from 
excessive Internet use that interferes with 
normal living. 

Copyright Infringement
Inappropriately copying or disseminating 
copyrighted work.

Negative Influences (Community)
Interacting with online communities 
that support self-harm, violent acts and 
troublesome youth groups.
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PLATFORM 

Social Media
(e.g. Instagram, 
Facebook, Tumblr, 
WeChat)

Instant Messaging
(e.g. WhatsApp, 
Facebook messenger, 
WeChat)

Audio and Video 
(e.g. JOOX, Spotify, 
YouTube, Snapchat, 
Bigo Live, TikTok, 
Ome.TV) 

Email

Games and Apps

CYBER THREATS

• Cyberbullying
• Sexual Grooming
• Identity Theft
• Dangerous/unsafe 

communities

• Sexting
• Cyberbullying
• Sexual Grooming
• Dangerous/unsafe 

communities
• Pornography

• Copyright 
infringement

• Pornography
• Cyberbullying
• Sexual Grooming

• Scams
• Phishing
• Viruses/Malware

• Internet Addiction
• Online Gambling 
• Viruses/Malware

POPULAR INTERNET ACTIVITIES 
AMONG MALAYSIAN CHILDREN

Looking up specific info

Browsing web pages

Social networking

Playing games online

Using chat/Messenger

E-learning

Watching videos online

E-mailing

Get latest news/info

Making new videos

Downloading videos

Uploading videos

0 2 4 6 8 10

9.23

9.15

7.86

7.69

7.53

6.52

6.57

5.79

5.46

4.68

4.58

2.95

Source: National Cyber Security Awareness Baseline Study 2016

EXAMPLES OF 
POPULAR ONLINE 

PLATFORMS AMONG 
CHILDREN AND THE 

RESPECTIVE CYBER 
THREATS INVOLVED

7
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of painful eyes, tired eyes or need 
to strain the eyes when reading. 
Headache may also occur in later 
stage. The eyes may also turn red 
and dry after prolonged usage; these 
will lead to unintentional or frequent 
rubbing of the eyes. The worst 
complication of #DigitalEyeSyndrome 
is the child’s vision becomes myopic 
or short-sighted. Furthermore, 
addiction to handheld gadget 
promotes myopia because children 
frequently hold the gadget at a close 
distance from their eyes. Such indoor 
activity is also translated to less 
outdoor activities. Many researches 
have shown that outdoor activities 
are protective against myopia. 

 • Use the 20-20-20 rule: Train your 
child to stop using internet or 
dis-engage from the gadget after 
every 20 minutes i.e. after 20 
minutes of digital exposure, rest 
for 20 seconds by looking 20 feet 
away. 

 • Train your child to blink frequently 
when using the gadget, this will 
help prevent dry eyes.

 • Ensure the digital device is more 
than 18 inches or 1.5 feet away 
from the child’s eyes.

CYBER
HEALTH THREATS

1. A balance in both mental and physical 
health amongst family members 
is essential to ensure a happy and 
healthy family. We know that parental 
inte net i tion h  i e t in en e 
on the internet habit of their children. 
In order to develop a cyber resilient 
family, parents must limit their 
own internet exposure time before 
enforcing limits on their children; this 
is especially important when parents 
are engaging in social media such 
as Facebook, Instagram and Twitter. 
Remember that your children may 
be one of your followers! They may 
follow bad habits demonstrated by 
parents such as online cursing and 
swearing or use of foul language, 
or even attacking or bullying others 
online. Such bad habits will disrupt 
the emotional and psychological 
development of our children and may 
turn them into uncivilised citizens.

2. Over usage of digital devices may 
lead to #DigitalEyeSyndrome. The 
symptoms of #DigitalEyeSyndrome 
are blurring of vision, complaint 

• If your child uses digital devices 
often, please regularly check the 
vision for myopia to enable early 
intervention if this is diagnosed.

3. A pilot study on a group of young 
adolescents aged 14 years old 
which was carried out by our team 
from UKM Medical Centre (UKMMC) 
in 2018 highlighted important 
Cyber Health Threats involving the 
psychosocial and physical aspects. 
Parents of the adolescents especially, 
must take note of these early 
symptoms and help to reduce the 
unwanted complications. Let’s learn 
how to recognise them.

contributed by :
n  nit   i  i  h  n  oh  hi in  oh mm  him 

m in  n  h i  i h oh  i  h i  t n teh  in   ti
from PUSAT PERUBATAN UNIVERSITI KEBANGSAAN MALAYSIA
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How do you know that your child has 
#InternetAddiction?
#InternetAddiction is frequently 
associated with emotional disturbances, 
reduced normal function, reduced 
academic achievement and frequent 
restlessness. You may suspect your child 
of having #InternetAddiction when these 
behaviour are demonstrated:
i. Your child is unable to stop playing 

the digital devices voluntarily despite 
being told to stop.

ii. Your child is always thinking about 
when is the next opportunity to play 
the gadget again.

iii. Your child demonstrates anger and 
resentment easily when asked to 
stop playing with the device.

iv. o  hi  ho  i  on ne  to 
browsing the internet or playing with 

hand-held gadget.
v. Your child is always sleepy during 

school time.
vi. Your child’s academic achievement 

deteriorates.
vii. Your child is caught lying about 

accessing internet or browsing time.

How will you know if your child is a 
#CyberBully?
Your child will use any form of electronic 
or digital media to deliver messages that 
are meant to harass or threaten the 
recipient. These mean messages can be 
sent repeatedly so as to cause discomfort 
or harm to that individual.

re ere ere  es o  
#CyberBully?
Yes, there are various types of #CyberBully. 

hi  i  e e te  hen the hi
i. Sends messages or emails that are 

disturbing or threatening.
ii. Abuses a password or identity of 

another person or pretends to be the 
other person.

iii. Post emails, photographs or videos 
on line which may be embarrassing.

iv. Downloads comments or 
photographs which are inappropriate.

v. Sending photographs, messages or 
videos which have sexual elements 
via the handphone (sexting).

vi. Purposely isolates another person 
from a particular group (online).

How can you recognise if your child 
has #CyberAggression?
#CyberAggression is a term that is used 
if the person shows cyber aggression 
behaviour. What does this mean?
This occurs when the child displays anger 
which may then trigger harmful behaviour 
or creates enemies; the child is ever ready 
to pounce or “attack’ on the social media. 
Examples of these include:
i. Sending inappropriate or abusive 

words on the social media.
ii. Displays inappropriate anger online 

for no obvious reasons.
iii. Spreading (‘viral’) lies on the social 

media without knowledge of the 
victim.

How can you recognise if your child is 
#VictimofCyberAggression? 
These children may become depressed 
and may have been continuously 
exposed to #CyberVictimisation by 
#CyberBullies or those who practise 
#CyberAggression. They have a tendency 
to become ‘victims’ of persecution 
whilst being online; examples of these 
include victims of cyber bullying, threats, 
account hacking and social isolation. The 
following paragraph describes features of 
#OnlineEmotionalDisturbaces. 

How can you recognise if your child 
has #OnlineEmotionalDisturbaces?
Your child may show features of 
depression, anxiety or stress as a 
result of emotional disturbances and 
there is history of #CyberAggression, 
#CyberBullying or #CyberVictimisation.
They may also be depressed, anxious or 
stressed and show any of the following:
i. Inclined to be stressed or unhappy 

when repeatedly reading the message 
on social media (has a tendency to 
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There will be additional strain to the neck 
due to poor posture and positioning of 
the head of your child when they use 
digital devices. Refer to the visual above:

Additional strain on the neck may 
lead to #TextNeckSyndrome. What 
are the symptoms?
i. Your child complaint of neck sprain 

and/or neck pain after using digital 
devices. 

ii. The pain or sprain is more noticeable 
after using the gadget more than 30 
minutes.

iii. Your child requires painkiller to 
alleviate the pain.

iv. Your child walks in abnormal posture 
ith the ne  in mi  e ion o ition.

compare their situation with another 
that is considered ‘ideal’).

ii. Excessive internet use and feels 
angry or stressed when unable or 
prevented from using the internet.

iii. Uses the internet/social media to 
‘heal’ or overcome the emotional 
distress.

How can these situations be 
overcome? What can parents do to 
help?

Normal Neck Compressed Neck

i. Parents should instil good and noble 
e  hi t n  the inte net o  

social media.
ii. Parents should be aware that 

emotional impact which evolve from 
the cyber world can be serious and 
harmfu.l

iii. Parents need to play an active 
role in the control/regulation and 
surveillance related to use of internet 
and social media.

iv. Parents need to be well equipped 
with knowledge related to the cyber 

o  in o e  to e e t o  e ent 
cyber related threats.

What do we know about the impact 
of Cyber Health Threat on the neck?
i. In the neck region – there are 

im o t nt ne e e  om the in 
which travels down the cervical spine 
vertebrae.

ii. These nerves are important for 
movement and innervation of various 
parts of the body.

Central Nervous 
System

Brain

Spinal Cord

Nerve

Peripheral Nervous 
System

Normal
Posture

Poor
Posture

12

5 kg Less
18.1 kg 18.1 kg 22.2 kg 27.2 kg 
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How do we prevent these?
i. Parents should always make sure 

their child’s head is in neutral position 
and the digital device is at the same 
level of the eyes. Limit the continuous 
use of digital devices, let the neck rest 
every 20 minutes.

ii. Download free mobile apps; for 
example, the “Head Up-Protect 
your neck” application available 
on Androids or any other similar 
applications. For the Head Up-Protect 
your neck apps, it uses colour coded 
icon to warn your child to keep the 
head in neutral position. When the 
ne  i  too e e  the i on t n  e  
hence, your child will be reminded to 
extend the neck and keep the head 
in neutral position. When the neck is 
corrected into neutral position, the 
icon will then change its colour to 
green.

14

Excessive use of internet via digital devices 
will also lead to imbalance of important 
hormones in your child’s body. Such 
imbalances will cause your child to be alert 
all the time leading to lack of adequate 
sleep and rest. For school children, lack of 
sleep will lead them to sleepiness during 
daytime whilst attending classes. They will 
not be able to focus well during study. 
Consequently, prolonged and repeated 
ti e ne  h e et iment  e e t on 
children’s mood i.e. they are prone for 
depression despite spending enormous 
time on the internet.

Corporate Office:
CyberSecurity Malaysia, Level 7, Tower 1, Menara Cyber Axis, Jalan Impact, 63000 Cyberjaya, 
Selangor Darul Ehsan, Malaysia
Tel: +603 8800 7999    Fax: +603 8008 7000    Email: info@cybersecurity.my 
Customer Service Hotline: 1300-88-2999 | www.cybersecurity.my

If you encounter any cyber security threats or incidents, report it to 
the help center CYBER999

USE INTERNET PRUDENTLY.
DO NOT BE VICTIMS OF INTERNET
MISCONDUCT

HELP CENTER CYBER999
Emergency No: 
1-300-88-2999 (9.00 am - 9.00 pm) 

Email:
cyber999@cybersecurity.my

Mobile:
+6019-266 5850 (24 hours)

SMS:
CYBER999 REPORT (email)(complaint) to 15888

Cyber999 App:
Download at App Store/Google Play

Online Form:
https://www.mycert.org.my
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CYBER
PARENTING QUIZ:

Am i doing it right?

Welcome to our cyber parenting quiz. This is a self-assessment questionnaire. It is 
designed to see whether you are practising good parental digital security practice for 
your child.
If your child (below 18 years old) is an internet user, please proceed to the next question 
(Question A).

Question A:  How old is your child (please identify one if you have more than 
one child)? State your answer (in years): (e.g. 10 years old).

Your understanding and practice on parental digital security will be tested based on the 
hi  hom o  h e i enti e   o  o e in e tion .

PARENTAL DIGITAL SECURITY PRACTICE
This section requires you to refer to your child in Question A. 
How often do you (please circle the most appropriate anwer);

Number Question Never Always

1
Discuss with your child 
on online safety. 1 2 3 4 5

2
Have conversations with 
your child on how to 
handle unknown people 
online. 

1 2 3 4 5

3
Discuss with your child 
on how to protect 
personal information 
online.

1 2 3 4 5

4
Have conversations on 
what to do if he/she 
is bullied or harassed 
online. 

1 2 3 4 5

5 Use the internet 
together with your child. 1 2 3 4 5

6 Tell your child when/how 
long to use internet. 1 2 3 4 5

7
Tell your child which 
websites/social network 
he/she can visit.

1 2 3 4 5

8
Tell your child what he/
she can and cannot do 
online.

1 2 3 4 5

continue page 21
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What is your child’s age?
If you mark at least 4 for each question 
listed based on your child’s age, you are 
doing great cyber parenting!

Below 7 years old 5, 6, 7, 9

8-12 years old 1, 2, 3, 7, 8, 9, 10, 11

13-15 years old 1, 2, 3, 4, 6, 7, 8, 9, 10, 11

16 years old and above 1, 2, 8

he  o  n e  n  n  o t i  o  e oin  oo  e  entin

* the questionnaire is adopted from a collaborative study between University of Malaya and 
CyberSecurity Malaysia entitled Achieving Digital Citizenship: Developing a Theory-based Parental 
Digital Security Tool among Malaysian Parent (NMRR-17-3093-39434). For further info, please 
contact the corresponding person Dr.Zulfadli at zulfadlihafiz1@gmail.com

o i o e  the ti  n  i e ine e  on o  hi  e  i  the e o e

PARENTAL DIGITAL SECURITY PRACTICE
This section requires you to refer to your child in Question A. 
How often do you (please circle the most appropriate anwer);

Number Question Never Always

9

n e te in  n  
monitoring software 
(parental control 
applications) are 
present.

1 2 3 4 5

10
Restrict your child to use 
the internet only when 
you are present.

1 2 3 4 5

11 Check the websites that 
your child visited. 1 2 3 4 5

Reference:
Zulfadli Hafiz Ismail, Nik Daliana Nik Farid, Rafdzah Ahmad Zaki. Achieving Digital Citizenship: 
Developing a Theory-based Parental Digital Security Tool among Malaysian Parent (NMRR-17-3093-39434). 

FACT SHEET: CYBER PARENTING LANDSCAPE IN MALAYSIAN CONTEXT

PARENTS’ CONCERN ON
ONLINE SAFETY

PARENTS’ CONFIDENCE IN 
CYBER PARENTING

Every 2 in 5  parents think that 
their child is at risk to  being 
exposed to adult content (eg: 
pornography, violence)

Every 1 in 3 parents 
think that their child 
is at risk to being 
approached by 
strangers online

Every 2 in 3  parents feels that it 
takes a lot effort to acquire online 
safety knowledge

Only  3 in 5  parents 
were confident with 
their knowledge on 
online safetyparents think that 

their child is at risk 
to cyberbullying

1 in 5

O
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SAFETY K
NOW

LEDGE

ONLIN
E KNOWLEDGE

SAFETY KNOWLEDGE

he n in  hi h i hte  e e e  on  o o ti e t  et een ni e it  o   
n  e e it  i  entit e  hie in  i it  iti en hi  e e o in   heo e  

ent  i it  e it  oo  mon  i n ent . he n in  
e e i t on t  o e te  om  i n ent  hom hi en e o   e  o  
e e inte net e . he n in  mi ht not e i e to ent  o t i e o  thi  t .   

tion nee  to e m e in ene i in  the n in  to the ene  i n o tion.



22 23
For more information, visit  https://www.digi.com.my/yellow-heart
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Some basic best family practices that 
can be adopted to provide a safe online 
environment for your family:

1. Keep computer and device usage 
in open living areas to be able to 
monitor kids’ online activities and 
ensure devices do not interfere 
with their sleeping or studying 
hours.

2. Enable safe search mode on 
browsers.  

3. Install parental control apps

4. Set social media privacy settings

1.  YouTube
Step by step guide to enable Restricted 

Mode.

How to Enable Parental Control 
Feature or Safe Search Mode on 
Popular Apps:

25

The National Cyber Security Awareness 
Baseline Study reveals that more 
than 80% of Malaysian children use 
the Internet most frequently at home 
compared to school and elsewhere.  This 
is why cyber parenting plays an important 
role in shaping children’s online behavior 

and etiquette. Cyber parenting involves 
parents educating children to understand 
online risks and how to practice safe 
on ine i  t home.  o e e ti e  o 
thi  ent  m t t o i e  e 
online environment for the family. 

PROVIDING 
A SAFE ONLINE 

ENVIRONMENT AT HOME

Activate or deactivate restricted mode
1. c  o  our ro e c ure

2. Click Restricted Mode.

3.  e o  o   e rs  o e es r c e  o e o o  or o
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2. Internet Browser: Chrome
Step by step guide to enable SafeSearch.

84.6712.11 0.64 1.71

0.64 0.21

Source: National Cyber Security Awareness Baseline Study 2016

WHERE CHILDREN US THE INTERNET MOST FREQUENTLY

At home At school

At cyber cafe At friend's home Others

At relative's home

well as the consequences for breaking 
these rules.  Displaying this contract in 
the family computer area will serve as a 
constant reminder. 

3. Facebook 
There are many third-party parental 

control apps to assist with monitoring 

children’s activities on Facebook.  Go 

to https://www.spyzie.com/parental-

controls/facebook-parental-controls.

html to review the top 10 Facebook 

parental control apps for 2019. 

How to Enable Parental Control 
Feature or Safe Search Mode on 
Popular Apps:

How to Enable Parental Control 
Feature or Safe Search Mode on 
Popular Apps:

5. Set a time limit on Internet usage

6. Install antivirus software

7. Educate your children to keep 
passwords private at all times and 
to never share them with anyone 
except you.

Comply the online rules together with 
your child. Brief children on the online 
rules you have set so they are clear on 
what your expectations of them are as 

Mengaktifkan atau mematikan SafeSearch
1. Go to Seach Settings. (https://www.google.com/preferences)

2. er e e rc  ers  c ec  or u c ec  e o  e  o 

        "Turn on SafeSearch".

3. At the bottom of the page, select Save.
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5 PARENTING PLEDGES

n ition o  ein  e e ti e e  
parents; parents also want to appear 
‘cool’ so children will be more receptive to 
our cyber parenting methods.  How does 
one become a cool cyber parent?  Here 

e e entin  e e  o  i n e  

1.  PROACTIVE

 • “Maintain constant conversations 
with children in order to immerse in 
their cyber world.”

 • Proactive parents must possess the 
right mindset to implement parental 
guidelines.

2.  EDUCATE

 • “Be Cyber Savvy.”
 • Know the features of your child’s 

device. 
 • Explore various apps or games 

together with children.
 • It is important to turn on parental 

controls and restrictions on every 
Internet-connected device children 
have access to.

3.  BEFRIEND

 • “Befriend and follow but don’t stalk.”
 • If a parent allows their child to have 

a social media account, they must be 
their child’s follower.

 • Communication is key. Prevention 
and intervention may save your child 
from cybercriminals.

4.  SUPERVISE

 • “Monitor children’s Internet 
presence.”

 • 51% of teens in Malaysia are not 
subjected to any rules or boundaries 
on how they use or behave on 
the Internet (no parental control). 
National Baseline Study on Cyber 
Security Awareness Among School 
Students, 2016

 • Follow your child’s cyber ‘trails’ and 
observe their Internet habits. 

5.  LEAD

 • “Set an example on being Digitally 
Balanced.”

 • Your children are watching you. Set 
a good example and be a role model 
for your child. 

 • Eradicate any bad technology habits 
and create tech-free activities to 
engage  your children.

#Coolparenthood – 
 HOW TO BE 

A COOL PARENT?
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Below are some age-appropriate tips on 
cyber parenting: 

a. Preschoolers (0-6)
 • Sit with your kids and supervise 

them closely while they are on the 
computer or mobile device. 

 • Use parental control settings to set 
the duration of computer usage and 
what sites or apps are appropriate 
to visit.  Allow them to only use 
bookmarked sites.  

 • Set high privacy settings with 
browsers, games and apps.

 • Talk about strangers online and why 
it is important to not give out any 
personal information or engage with 
them.

b. Primary School Children (7-12)
 • Talk to your children about 

e in . imi  to the offline 
world, there are bullies in the 
digital world. Help kids recognize a 
cyberbully and how to report if they 
fall victim to cyberbullying.  They 
must also understand that it is wrong 
to bully others through harmful or 
hurtful online content.

 • Make sure your children obtain 
your consent before purchasing 
or downloading anything on the 
Internet. 

 • Ask your children to tell you 
immediately if a stranger contacts 
them online and not to engage in any 
online conversation with them nor 
agree to meet them in person. 

 • As a parent, you should be 
knowledgeable of the social 
networking sites, games and apps 
your children use.  Familiarize 
yourself with these sites and apps 
and learn how they work in order to 
monitor your kids’ activities.

AGE 
APPROPRIATE TIPS

Traditional or real-world parenting 
strategies are very much applicable in 
cyber space, whereby parents keep a 
close watch on their children regularly and 
enforce rules for them to follow.  As they 
grow older and their activities and social 
circle expand, parents provide guidance 
and knowledge so children understand 
the risks in their surroundings, how to 
protect themselves to ask for help when 

in need. Children must understand that 
similar to their behavior in the real world, 
their behaviour and actions online will 
also impact them as well as their friends 
and families. Therefore, they must learn 
to be responsible and ethical when going 
online to avoid being harmed or causing 
h m to othe .  e ti e e  entin  
will assist children to grow up as good 
netizens.
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c. Teens (13-17)
 • Follow the recommendations for the 

earlier age group.
 • Tell your teens to keep all personal 

information (name, phone number, 
address, etc.) private and never 
reveal their passwords to anyone 
except you. 

 • Teach your teens to not click on links 
in emails or instant messaging, as this 
is a common way for people to get 
viruses or reveal private and valuable 
information to criminals.

 • in the on e en e  o  e 
sharing and downloading books, 
music, games and movies. Talk to 
them about intellectual property, 
copyright and plagiarism.  

 • Set clear rules on what is appropriate 
to post online in terms of pictures, 
language, personal information, 
etc.  Talk to them about the digital 
footprint and how their present online 

tion  m  e t them in the t e. 
For example, a future employer may 
come across inappropriate online 
pictures or comments posted, which 
could compromise an opportunity to 
get a desired job.

 • Talk to your teens about the dangers 
of illegal and harmful activities like 
pornography and online gambling, 

 e    in en e  h 
as violence, addiction, hate and 

racism, which could be the result of 
engaging with inappropriate online 
communities.

3 Simple rules for Parents:

1. Be updated with technology. There 

are many online resources available 

to assist with staying up to date and 

learning the basics of existing and 

newly released software, games and 

apps, for example www.norton.com/

familyresources

2. Be in constant communication 

with your children about their 

Internet experience. Build a 

trusting relationship and keep the 

communication lines open.

3. Be diligent in monitoring your 

children’s online activities – what they 

do, where they go and who they talk 

to.

3 simple rules to remind 
children:

1. Stay private – keep all personal 

information (real name, address, 

school name, phone number, photos) 

and social media accounts private.

2. Stay away from strangers.  Similar to 

the real world, children must always 

stay away from strangers.  Do not chat 

with strangers online or agree to meet 

them offline.

3. Stay connected with other parents 

and guardians. Children should feel 

free to share their online experience 

with parents and guardians especially 

if there is something that makes them 

uncomfortable.

The best way to keep children safe 
online is to be involved and monitor their 
activities because no software or app can 
completely guarantee their safety.  Be 
mindful that your child probably already 
knows more about the Internet than you 
do.  Therefore, it is best that you set up 
your own social media accounts and play 
the games and apps your children play so 
you know how these platforms work.  

Doing so will keep you updated on 
cyber parenting. It is also important to 
use the Internet responsibly yourself 
and to be a role model for your family.  
Maintaining a positive relationship by 
regularly communicating with your child is 
crucial to preventing unwarranted cyber 
risks and threats. Most serious Internet-
related problems involving children, such 
as Internet addiction, cyberbullying and 
sex-related cases occur among children 
with poor parent-child relationships.  
Poor interaction between parent and 
hi  m  e the hi  to e  om 

loneliness, isolation and low self-esteem.  
In addition to immature social and living 
skills, such emotional distress may leave 
children more vulnerable to cyber risks 
and threats. Last but not least, make sure 
your children have plenty of technology-

ee time to e e o   n e o  offline 
skills and interests!
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Untuk mendapatkan maklumat lanjut 
mengenai keibubapaan siber, sila hubungi:

CyberSecurity Malaysia
Level 7, Menara 1,

Menara Cyber Axis,
Jalan Impact,

63000 Cyberjaya
Selangor Darul Ehsan, Malaysia.

Waktu pejabat
Isnin - Jumaat 8:30 AM - 05:30 PM

Telefon
03-8800 7999

 Hotline Cyber999: 1-300-88-2999

E-mel
cybersafe@cybersecurity.my

www.cybersecurity.my
www.cybersafe.my
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C y b e r S A F E ™  P A R E N T I N G

For more information 
on cyber parenting, please contact:

CyberSecurity Malaysia
Level 7, Menara 1,

Menara Cyber Axis,
Jalan Impact,

63000 Cyberjaya
Selangor Darul Ehsan, Malaysia.

Office Hours
Monday - Friday 8:30 AM - 05:30 PM

Telephone
03-8800 7999

Cyber999 Hotline: 1-300-88-2999

Email
cybersafe@cybersecurity.my

www.cybersecurity.my
www.cybersafe.my

CyberSAFE™ Parenting: 
Towards 

Cyber Wellness




